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Investigates user identification and authentication issues and challenges

User identification and authentication are essential parts
of information security. Users must authenticate as they
access their computer systems at work or at home every
day. Yet do users understand how and why they are actu-
ally being authenticated, the security level of the authen-
tication mechanism that they are using, and the potential
impacts of selecting one authentication mechanism or
another?

Introducing key concepts, Mechanics of User
Identification and Authentication: Fundamentals of
Identity Management outlines the process of controlled
access to resources through authentication, authorization,
and accounting in an in-depth, yet accessible manner. It
examines today’s security landscape and the specific
threats to user authentication. The book then outlines the
process of controlled access to resources and discusses
the types of user credentials that can be presented as
proof of identity prior to accessing a computer system. It
also contains an overview on cryptography that includes
the approaches and terms required for understanding
how user authentication works.

This book provides specific information on the user
authentication process for both UNIX and Windows.
Addressing more advanced applications and services, the
author presents common security models such as GSSAPI
and discusses authentication architecture. Each method is
illustrated with a specific authentication scenario.

— Features

e Addresses the advantages and disadvantages
of different user authentication strategies

e Demonstrates how to match user authentication
and access needs with the needs of the
organization

e Presents specific information on the
implementation of user authentication protocols
with different systems

e Includes case studies that illustrate practical
applications
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UNIX user authentication overview.
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